PF: [TakeTHBIN PHILTP
OriaBiienue

PF: Hauano

CIOUCKH U MAKPOCH

TabOmuIre

QunbTpala HaKeTOB

NAT

[lepeHanpaBneHue Tpabuka

[ITa610HL OJid co3maHKda HabopPOB IPABUIT

PF: Hauasno

AKTUBaIIUA

Kondwurypanua
YupagsneHue

AKTHBaIIHUA:

I aKTUBU3AIIMY U YTeHUA IpaBuiI KoHQurypanuu pf mpu HagaabHOM 3arpy3Ke, HeoOXOOUMO
B OpenBSD B ¢atune /etc/rc.conf mpomucath ciemyroiiee:

pf=YES

g BCTyIUleHUA U3MeHeHUU B CUWIy, He00XOOUMO IIepe3arpy3uTh CUCTEMY.
AKTUBU3UPOBATEL U OCTAHOBUTH Pf MOXHO ucmonb3ys mporpammy pfctl(8):

# pfctl-e # pfctl-d

IUIA 3aIlyCcKa ¥ OCTAaHOBa COOTBETCTBeHHO. OOpaTHuTe BHUMAaHUE, UTO 3arpy3Ka IIPaBUI IIPU
9TOM He IIPOU3BOAUTCH, UX HEOOXOOMMO ITOATPYXaTh OTHEIFHO, [0 WIH II0CTie 3amycka pf.

B FreeBSD mna aktuBauuu PF Bo BpeM#a 3arpy3kH B /etc/rc.conf mOmKHEBI OBITH BKITIOYEHE
CllenyloIlne IepeMeHHbIe:

pf enable="YES" # BxmiouuTh PF (3arpy3uTh MOOyIb €ClIu HEOOXOIHMO)
pf rules="/etc/pf.conf" # ompepernenue mpasun misa pf

pf flags="" # momomHUTeNbHBIE Qriaru mig 3anycka pfctl

pflog enable="YES" # zanyctuts pflogd(8)

pflog logfile="/var/log/pflog" # rme pflogd momxeH cOXpaHATH MPOTOKOJI

pflog flags="" # pomonHuTENbHEIE (riaru oA 3amycka pflogd

Eciu 3a MeXCeTeBEIM 9KpaHOM HaXOOUTCA JIOKATbHASA CeTh ¥ HeOOXOOUMO IIepenaBaTh HaKeThHl
IUTA KOMITBIOTEPOB 3TOM CETH, WX HUCIIONIb30BaTh NAT, BKIIIOUHTE TaKXe CIeAyIOIIuy ITapaMeTp:

gateway enable="YES" # BKITIOYUTH CETEBOU IIUIIO3

Kondurypanus:

pf uuTaet paBuia KoHpuUrypauuu u3 ¢aunna /etc/pf.conf Bo Bpema 3arpysku, Korma
BREIIIOJTHAIOTCSA rc.scripts. O6paTuTte BHUMaHue, 4To /etc/pf.conf - Ha3BaHME IO YMOTYAHUIO U
OH IIPefCTaBIAeT COOOM MPOCTO TEKCTOBBIM (haiyI, comepXalliuid Habopsl IIPaBUil, 3arpyXaeMble



u uHTepnpetupyembie pfctl(8) u BcTaBnaemeie B pf(4). 1711 HEKOTOPHIX IPUITOXEHUN HAOOPH!
IIPaBWI MOTYT PACHojiaraThCA B APYTrUX (aumax U MOATrpyXaThCsA IOCIe 3arPy3KU CUCTEMEHI.
Kak u gpyrue nmpunoxenusa UNIX, pf o6rmagaeT 60mb110# THOKOCTHIO.

®aun pf.conf cocTouT U3 cemMu YacTeu:

1. Maxkpocsl: OnpenensaeMsle II0Ib30BaTeIeM IepeMeHHEIE, KOTOPEE MOTYT COOepXaTh
agpeca IP, umeHa uHTepP¢EuCcoB, U T.1.

2. TaGmupel: IIpuMeHAIOTCA OJIA XpaHeHuA CIIUCKOB IP ampecoB

3. Omuu: ITapameTpsl, BnuAolIue Ha padoty pf

4. Scrub: IloaroToBka nmakeTa K HOpManusauuu U gedpparMeHTaluu

5. Ouepenu: OGecmeunBaET yIIpaBjieHNe TOJIOCOU MPOIIYCKAaHWA U YCTAaHOBKY TPUOPUTETOB
nakera.

6. Tparcnamnuu: Koatpons NAT u nepeHanpasieHUuEM IIakeTa

7. IlpaBuna ¢unpTpanuu: OCyIIeCcTBIAIOT BEIOOPOYHYIO (GUILTPALIMIO ITAKETOB Ha
uHTepdencax

3a UCKITIOYEeHMEM MaKpPOCOB U TaOJIHIl TOPAOOK CIIENOBAHUA Pa3MesioB B ¢aiyie JOIKeH OBITh
TaKUM Xe, HO JOIyCKAeTCA OTCYTCTBUE HEKOTOPHIX ITyHKTOB.

[TycTeIEe CTPOKYM UTHOPUPYIOTCSH, U CTPOKM HAYWHAIOIIMUCA C # CUMTAIOTCA KOMMEHTApHUEM.
VYVupasinenue:
ITocne HauaTbHOU 3arpy3KHu yIpaBieHue pf MOXeT OCYLIECTBIATHCA depe3 nporpamMmmy pfctl.

BOT HECKOJIBKO IIPHMEPOB:

# pfctl -f /etc/pf.conf 3arpysuts pf.conf

# pfctl -nf /etc/pf.conf ananmusupoBaTts daiin, HO HE 3arPyXaTh

# pfctl -Nf /etc/pf.conf 3arpy3uts Tompko mpaBuiia NAT u3 daiia
# pfctl -Rf /etc/pf.conf 3arpy3uTts TOILKO IpaBuiia GuiIbTparuu

# pfctl -sn oKa3aTh TeKyluue npasuiia NAT

# pfctl -sr TIOKa3aTh TeKyllye IIpaBuiia puiIbTpainuu

# pfctl -ss IIOKa3aTh TEeKyIlee COCTOAHUE TabIuIl

# pfctl -si IMOKa3aTh CTAaTUCTUKY ITPABUII U COCTOAHUE CUETUHUKOB
# pfctl -sa TIOoKa3aTh BCe

Ia monmHOTrOo CIIMCKa KoMaHA cMoTpuTe man pfctl(8).

CIIMCKH ¥ MaKpOCHI

Croucku
Makpocst

CInHuCKH:

CriucKu MO3BOJIAIOT OIpPenenaTh MHOXECTBa, HMelue o0Iue IpU3HaKy B Ipeaenax mpaBuia
- Takue Kak IP agpeca, HoMepa mopToB U T.HO. TakuM o6pa3oM, BMECTO ITPONUCHBaHUA
HECKOIbKUX IIPaBUI GUIbTPAIINU O11a Kaxnoro IP agpeca, KOTOPHIT OOIKEeH OBITH
3a0/10KMPOBaH, MBI MOXEM OIIPeNenuTh CIIMCOK IP agpecoB B mpemernax OgHOTO IIpaBuUia.
COuCKY [OJDXHBI HAXOOUTHCA BHYTPU CKOOGOK {}.

Korpga pfctl(8) moxomuT mo coucKa ImIpu 3arpy3ke HaOOPOB IIPaBHII, OH PacCKIaAbIBaeT UX Ha
OTJeJIbHBIE TIPaBUiIa, 1A KaXOoro 37IeMeHTa CIucka. [Isa mpumMepa:

block out on fxp0 from { 192.168.0.1, 10.5.32.6 } to any



BymeT mpeoGpa30BaH B:

block out on fxp0 from 192.168.0.1 to any
block out on fxp0 from 10.5.32.6 to any

MHOXeCTBEHHEIE CITUCKHU MOTYT IIPDUMEHATHCA HEe TOJIBKO OJIA 6J'IOKI/IpOBKI/I:

rdr on fxpO0 proto tcp from any to any port { 22 80 } -> 192.168.0.6
block out on fxp0 proto { tcp udp } from { 192.168.0.1,10.5.32.6 } to any port { ssh telnet }

CTOUT OTMETHUTH, YTO 3allATad B CIUCKe ABIAETCA Heo0A3aTeILHON.
Maxkpochst:

MakKpoCH — onpenesaeMble IoIb30BaTeIeM IIepeMeHHbIe, KOTOphle MOTYT mepXaTh IP ampeca,
HOMepa ITOPTOB, UMeHa HHTepdencoB, 1 T.n. MaKpOCH MTO3BOMAT OOJIETYUTh HAallUCAHUe
HaOOPOB MIPaBUII ¥ COENAIOT IMoanepXanue Habopa MpaBuil HECPAaBHEHHO JIEeTYe.

HMMeHa MaKpOCOB OOIXHBE HAaWaThCA C CUMBOJIA M MOTYT COfIePXaTh CUMBOJIILI, ITUMPHI, U
CHUMBOJIH ITOOYepKuBaHuA. Ha3BaHMA MaKpPOCOB HE MOTYT HOCUTh MM€eHa 3ape3ePBUPOBAaHHBIX
CJIOB, TUIla pass, out, uiu queue.

ext if = "fxp0"
block in on $ext if from any to an

9To co3macT Makpoc ¢ uMmeHeM ext if. [Tpu ucmonb30BaHUM MaKpoca, ero UMeHU OOIXeH
IpenniecTBOBaTh 3HaK $.
MakKpocChl TakXe MOTYT ObITh PACIIUPEHE! 10 CIIUCKOB.

friends = "{ 192.168.1.1, 10.0.2.5, 192.168.43.53 }"

MaxpOoCH MOTYT OIIPeesiAThCA PEKYyPCUBHO. B 3TOM ciiydae [oIKeH UCIOIb30BaThCA
CIIeNYIOIINY CUHTAKCHUC:

hostl = "192.168.1.1"
host2 = "192.168.1.2"
all hosts = "{" $hostl $host2 "}"

Temepp makpoc $all hosts pacmmpen mo 3Havenun 192.168.1.1, 192.168.1.2.

TaoIuIbI

Brenenue

Kondwurypanua

YopaBnenue ¢ momonibio pfctl
OmnpeneneHue aapecoB
COOTBETCTBUE aIpPeECOB




BBegenue:

TabmuIlkl UCIOMB3YIOTCA 1A XPaHEeHU TPYIIH agpecoB IPv6 u/umu IPv4. [Toucku B Tabmuile
3aHMMAIOT TOPa3g0 MEHbIIIe BpeMeHH U MOTPeOIsI0T MeHbIlle PecypCcoB, YeM CIHCKH. 110 aTou
mpuYuHe, TabnuIa uaeainbHa YTOOH XPaHUTE OOJIBIITYIO IPYIIITY agpecoB, IOCKOILKY BpeMs
mmorcka B Tabmnuie, cogepxarieir 50 000 agpecoB — He HaMHOTO 6oJibIiie YeM misg 50 agpecos.
TabmuIlkl MOTYT HUCIIOIb30BATLCA CIEeOYyIOIINMU CII0CO0aMmu:

* UCTOYHUK U/Unu agpec HazHadeHud and filter, scrub, NAT, u redirection rules
* agpec TpaHcnAuMM OnA npaBuil NAT

* ampec mepeHa3HauYeHUA IJIA IPaBUI pedupeKrTa

* agpec HasHadeHUA OyiA npaBuil GunsTpanuu route-to, reply-to, u dup-to

Tabmuiel onpenensiorcs B pf.conf unu ¢ momorrsio pfctl(8).
Koundurypanus:

B pf.conf TaGnuier co3maioTca UCIonb3ysa oUPeKTUBy table. Crnenytomire aTpulyTH MOTYT OBIThH
oIpefeneHsl MIA KaXaou TaOIHMITh:

* const - comepxauue TabIUIEI HEe MOXeT OBITH U3MEHEHO II0ciie ee co3maHuA. Korma atoT
aTpulbyT He ompeneneH, pfctl(8) MoxeT MCIOIL30BaATHCA, YTOOH MOOABIATE I YOATATH
agpeca 13 TabGnuilekl B 11000e BpeMs, IIPU BHIIOTHEHUM C securelevel(7), paBHEIM OBYM U BHIIIIE.

* persist — 3acTaBnAeT AOPO COXPaHATH TaOIUIly B TaMATH, Aaxe KOorfa HUKaKue IIpaBusia K
Heu He obparmramTca. be3 aToro aTpubyTa, sSiAPO aBTOMATUYECKH yOAIUT TabIuily, Koraa
IocJielHee TPABUJIO, CChUIaloIeeca Ha Hee OymeT orpaboTaHo.

[Tpumep:

table <goodguys> { 192.0.2.0/24 }

table <rfc1918> const { 192.168.0.0/16, 172.16.0.0/12, 10.0.0.0/8 }
table <spammers> persist

block in on fxp0 from { <rfc1918>, <spammers> } to any

pass in on fxp0 from <goodguys> to any

Appeca MOTyT Takxke OBITH OIIPeeNIeHHl, MCIIOIh3Y A MOAu(GUKATOP TUIIAa OTPHUIlaHue (unu "He"):
table <goodguys> { 192.0.2.0/24, 1192.0.2.5 }

Tabmnuita goodguys Temeps comepXuT agpeca cetu 192.0.2.0/24, 3a uCKIOYEeHNEM ampeca

192.0.2.5.

O6paTuTe BHEMaHUE, YTO UMeHa TaOIUIE BCerga BK/IIOYAIOTCA B <>,

Tabmubl MOTYT TaKXe MOTYT 3aTOMTHATHC U3 (GanusioB, CONEPXAIINX CIIUCOK agpecoB IP u

ceTeun:

table persist file "/etc/spammers"
block in on fxp0 from to any

dain/etc/spammers comepxai Ovl crircok IP agpecos unu ceteu CIDR. Jlio6as cTpoka
Ha4YHuHalomasacsa ¢ #, OymeT o6paboTaHa KaK KOMMEHTapUy 1 IPOUTHOPHUPOBaHa.

Vunpasinenue ¢ nomoinbsio pfctl:

TabmuIlkl MOTYT YIPaBIATHCA Ha JIeTy, ucnonb3ya pfctl(8). Hanmpumep, ana mobaBieHuA B
Tabmuiy <spammers> :

# pfctl -t spammers -Tadd 218.70.0.0/16
9To TakXe OTKpPOeT Tab/Iully, eCclii OHa He CyllecTByeT. [IocMOoTpeTh 3HaueHUA B TabIule:

# pfctl -t spammers -Tshow



ApPryMeHT -V MOXeT HCIIOJIb30BaThCA COBMECTHO C -Tshow myia oToOpaxXHeHUA KaXOou 3alliCH B
tabnure. [I714 yoaneHusa agpeca U3 TaOIUIThL:

# pfctl -t spammers -Tdelete 218.70.0.0/16
[ monmy4YeHus OOIIOTHUTEeIbHON nHPopMaliuu, cMmoTpute pfctl(8).
OnpenesieHue aJapecoB:

B momomuenwue K IP agpecy, Xo0CTH MOTryT 0603Ha49aThCA 10 uMeHH. Korma uMs xocTa
paspeiaetca B IP agpec, To 0HO MOXeT OBITh ITOMellleHo B Tabmuiy. Takxke IP agpeca MoryT
OBITH BBEIOEHE B TaOIUIly C MCIIOIb30BaHUEM MMEHHU HHTepdeca UK KIII04YeBoro ciosa "self",
pu 3TOM B Tabnuiy 6ynoyT nobasnsaTeca Bce IP agpeca, Ha3sHaYeHHbIE UHTEPQEUCY.

CooTBeTCTBHE aJipPECOB:

ITouck ampeca B Tabnulle BO3BpaATUT Hanboee COOTBETCTBYIOIee 3HaUeHNe. ITO YUNTHBAETCH
TIPY CO3TaHUU TAOIUI] TUTIA:

table { 172.16.0.0/16, 1172.16.1.0/24, 172.16.1.100 }
block in on dc0 all
pass in on dcO from to any

K nmo6omy nakerty, Bxomsamemy depes3 dcO OyoyT IpUMeHATHCA CIedylolre IpaBua:

*172.16.50.5 - camoe TouHOEe cooTBeTCcTBHE - 172.16.0.0/16; makeT COOTBETCTBYyeT Tabmuile
u OymeT mepenaBaThCA

*172.16.1.25 — camoe To4uHOE cooTBeTCTBUE - !172.16.1.0/24; makeT COOTBETCTBYET BXOAY B
TabIuIly, HO TOT BXOI MHBEPTUPOBAH (Ucmons3yet "!" MoguduKaTop); IakeT He COOTBETCTBYET
Tabnuie u OymeT GJIOKMPOBaH

*172.16.1.100 - TouHoe 3HauyeHue 172.16.1.100; makeT cOOTBETCTByeT Tabinuile u 6ymeT
nepenaH

*10.1.4.55 — He cooTBeTCTByeT Tabnuile u OyneT 6JI0KMPOBaH

dunbTpanusa MakeToB

BBenenue

CUHTAKCHC ITPaBUI
Default Deny
[Mpoxoxnenue Tpaduka
Knro4geBoe cioBo quick
Keeping State

Keeping State gna UDP
®naru TCP

TCP SYN Proxy
brnokupoBaHue crnyduHra
Omnuuwm [P

[MpuMep npaBun GUILTPAIINN

BBegenue:

dunbTpanua nakeTa — BLIOOPOYHOE IPUHATHE UM OJIOKMPOBaHUE ITaKeTa, IIPOXOOAIIETO Yepes
ceTeBou uHTepdeic. pf(4) MOXeT UCII0IH30BaThCA M/IA KOHTPOJIA TaKeTOB Ha 3 YPOBHE MOOENIH
OSI (IPv4 u IPv6) u 4 ypoBHe mopmenu OSI (TCP, UDP, ICMP, u ICMPv6). Haub6onee dacTto
KCIOIb3yeTCsA B Ka4eCTBe KPUTEPHUEB OLIEHKHU - IPOTOKOJI, ampec Ha3Ha4YeHUA, HCTOYHUK U
IIOPT agpecara.



ITpaBuna GUIbTPA OIPENENA0T KPUTePUM, KOTOPHIM IIaKeT OOJIKeH COOTBETCTBOBATL. IIpaBuia
IIPOCMATPUBAIOTCA TIOCIIeN0OBaTEeNIbHO. EC/IM ITakeT He COOTBETCTBYeT IIPaBUIY, CofepXaIieMy
KITI04eBOoe CII0BO quick, makeT OyHeT olleHeH, KaK He COOTBETCTBYIOIINN HU OOHOMY IIPAaBUIIY,
npexme, ueM OymeT IIPOCMOTPEH BeCh CIKUCOK. [IpHOpUTET UMeeT MOoCIeqHee MPaBUI0 CIKUCKA,
COOTBETCTBYyMOIIEe makeTy. EcTh moaxon "pa3pemniaTh Bce" B Hadase CIIMCKA, TOTTa, €CITU MaKeT
He OIIOKMPYeTCA HY OOHUM IIOCIedyIOIIuM IIPaBUIOM, OH OyIeT IIPOIyIIeH.

CHHTAKCHC IIpaBWI:

ITonHBIM CHHTAKCHUC IIPaBHUiIa:

action direction [log] [quick] on interface [af] [proto protocol] from src_addr [port src_port] to\
dst addr [port dst port] [tcp flags] [state] action

IericTBUE, KOTOPOE OymeT MPUMEHATHCA K ITAKeTy — 9TO pass uwiu block. pass mepemacT maker
Ha3af K AOpYy O/ JmajibHewnen o6paboTKM , B TO BpeMs Kak block GymeT pearupoBaTs B
cootBeTcTBUH C block-policy. Peakiusa mo yMoTg4aHUIO MOXeT OBITE OTMEHEeHa, OIpenenasa Uin
block drop unu block return.

direction
OnuceiBaeT HallpaBJIeHUE OBUXEHUA ITakKeTa — in uiu out.

log
OmpepmensaeT, YTO MMAaKeT OOJIXeH OBITh 3apeructpupoBaH depes3 pflogd(8). Eciu mpasuio
ommpeneneHo Kak keep state, modulate state, unmu synproxy state, To 6ymeT 3aperucTpupoBaH
TOJILKO IIEPBHIN ITAaKET, CO3MABIINUY ITPaBuiI0. YTOOR PEruCTPUPOBATEL BCE MTAKETHI, UCIIOIb3YUTE
log-all.

quick

Ecnu makeT COOTBETCTBYeT IpaBWiIy quick, mpaBuio CUUTAIOT IIOCJIEOHUM IIPaBUIOM
COOTBETCTBUSA, U IPEOIIPUHUMAETCA YKa3aHHOEe OeNCTBUE.

interface
HWmsa ceTeBoro uHTepdenca, 4epe3 KOTOPHN IIPOXOOUT ITaKeT.
af

CeMenCTBO afpeca mmakeTa, wiu inet g IPv4 unu inet6 mna IPv6. PF 00sr4HO criocoGeH
OIIpeHenuTh 3TOT IIapaMeTp, aHAIU3UPY I UCTOYHUK U/UITH afpec Ha3Ha4YeHu .

protocol
ITpoTokon nakera:

*tcp

*udp

*icmp

*icmp6

* ma npoTokona us /etc/protocols
* Homep npoTokona ot 0 mo 255

* Ucnionb3yA CIIUCOK

src_addr, dst_addr

HctouHUK/agpec Ha3Ha4dYeHUA B 3arosioBke IP. Ampeca MoryT OHITE OIIpefeieHbl KakK:



* EMUHCTBeHHHIN agpec IPv4 unu agpec IPv6.

* bnok cetu CIDR

* TIo;THOCTRIO OIIpele/IeHHOe UMA fOMeHa, KoTopoe 6ymeT onpeneneHo depe3 DNS mocre
3arpy3kKu IpaBuil. Bce ompenenenHbie uMeHa OyoyT 3aMeHeHE! [P agpecamu.

* IMsa ceTeBoro uHtepderca. JIrobwle ampeca, Ha3HadeHHEe HHTepdency, 6yoyT BCTaBI€HE
B IIPaBUJIO.

* IMsA ceTeBOro nHTepdenca, COIPOBOXIAEMOro / CeTeBOM MacKou (HampuMmep /24). Kaxmsli
agpec Ha nHTEepderce OymeT oObeQUHEH C CETEBOU MAaCKOU, YTOOL (hOPMUPOBATEH OIIOK CETH
CIDR

* M ceTeBoTO MHTEpPdeENca B KPYTIIEX CKoOKax (). 9To roBoput PF MmogudunmpoBaTs
mpaBusio, eciu IP agpec(a) Ha Ha3BaHHOM MHTepderce U3MeHAEeTCA. DTO IOJIE3HO Ha
uHTepdence, momy4daroiero agpec depe3 DHCP uiu MOOeMHOT0 COEIMHEHM S, TTOCKOJIBKY He
HaAo KaXObelM pa3 mepes3arpyXaTh IIpaBuia.

* UM ceTeBOTO MHTEpPGeENca, COMPOBOXIAEMOT0 KITIOUEBEIMU CJTOBaMu :network umu
:broadcast. B pe3ynbTate B mpaBuia OymeT 3arpyxeH agpec cetu CIDR (k mpumepy
192.168.0.0/24) unu MUPOKOBEIIATEIBHEIN ampec (K mpuMepy 192.168.0.255)

* Tabmnuia.

* JTro60e BHIMIEYIIOMAHYTOE, HO OTpUIlaeMoe(MHBEPTUPOBAHHOE) C UCHOIb30BaHueM ! ("He")
MonuduKaTopa.

* HaGop ampecoB, UCIIOJIb3Y A CIHUCOK

* KimrodeBoe c10BO any

* KimtogyeBoe cnoBo all, cokpaiienHoe oT from any to any.

src_port, dst_port
ITopT uctouHMKa/agpecaTa. [IopTH MOTYT OBITH OIIpedee sl KaK:

* Homep mexay 1 u 65535
* Ima npoTokora us /etc/services
* HabGop mOpPTOB, UCHOIb3YA CIIMCOK
* [Tnara3oH:
| = (He paBHBIN)
< (MeHbIIIE YeM)
> (OoJsIbIlle YeM)
<= (MEeHBbIIIe YeM HJIU PABHBIN)
>= (GOoIbIlle YeM WX PABHBIN)
> <(guama3oH)
<> (oOpaTHBIN OAHAIIa30H)
[TocnemHMe OBa — ABOMHEIE OIIepaTOpPH! (OHU OepyT ABa IIapaMeTpa) ¥ He BKITIOYAIOT
rmapaMeTpHl B OUAIIa30H.

tcp flags

OmpepnenseT ¢yaru, KOTOPHIE MOJIKHEI OBITh YCTAHOBIEHH B 3aroioBke TCP mpu
ucronb3oBauuu proto tcp. ®naru onpenenaiTca Kak flags check/mask. Hanpumep: flags S/SA
- PF 6ymet cmotpets Ha S 1 A (SYN u ACK) ¢naru u cooTBETCTBOBATEH HPABUITY, €CJIH
ycTaHoBmneH ¢rar SYN.

state

OmpepenseT, COXpaHAETCA U UHOOPMALMA O COCTOAHUY Ha MaKeTaX, COOTBETCTBYIOIIUX
9TOMY IIPaBUILY.

* keep state - pa6otaet ¢ TCP, UDP, u ICMP

* modulate state — pa6oTsl Tonsko ¢ TCP. PF renepupyer Initial Sequence Numbers (ISNs)
I TaKeTOB, COOTBETCTBYIOUIUX 3TOMY IIPaBUIY.

* synproxy state — npokcupyet Bxogamire TCP coeguHeHU A, YTO ITIOMOTaeT 3allluiiaTh
cepBepa ot TCP SYN dnyna u criybuHra. 3Ta OIIIMA BKIOYaeT QyHKIITMOHATIbHEIE
Bo3MoxHOCTU keep state u modulate state.



Default Deny:

PexoMmeHOyemMou mpakTukou sApnaeTcsa "default deny".
Ina co3ganuAa nonutuku "default deny":

block in all

block out all

970 3a6/I0KUPYyeT BCe IMaKeTHl, IIPOTOKOJIIE, IP ampeca oTOBCIOOy Kyda yTOTHO.
IIpoxoxkmeHue Tpaduka:

Temneps TpaduKy HEOOXOOUMO ABHO IIPOUTH Pa3pellalolllee TPaBUiIo, YTOOH OBITh
IIPOMYIIEHHIM. JTO — TO, TIEe KPUTEPUHU ITakKeTa TUIA TTOPTa UCTOYHUKA/afpecara,
HCTOYHUKAa/agpeca Ha3HaYeHU s, ¥ IPOTOKOJIA BXOOAT B Urpy. Beakuui pas, korma tpaduky
pa3perraT IPOUTH Yepe3 CUCTEMY CETEBOM 3alllUTHI, TPaBUiIO(a) HO/IKHO OBITH 3alIMCaHO
HACTOJIBKO KOHKPETHEIM, HACKOJIBKO 3TO BO3MOXHO. JTO JOJIXHO rapaHTUPOBATh,9TO TOJIBKO
paspelleHHs# TpahruK IPOUAeT Yepe3 CUCTEMY 3aIlUTHI.

HekoTopele IpuMepHL:

# Pass traffic in on dcO from the local network, 192.168.0.0/24,

# to the OpenBSD machine's IP address 192.168.0.1. Also, pass the
# return traffic out on dcO.

pass in on dcO from 192.168.0.0/24 to 192.168.0.1

pass out on dcO from 192.168.0.1 to 192.168.0.0/24

# Pass TCP traffic in on fxp0 to the web server running on the

# OpenBSD machine. The interface name, fxp0, is used as the

# destination address so that packets will only match this rule if
# they're destined for the OpenBSD machine.

pass in on fxpO0 proto tcp from any to fxp0 port www

KiaioueBoe ciaoBo quick:

Kak roBopunocek BhIlIe, KaXOBIM MaKeT OIleHUBAeTCAa HaGopoM IpaBuil CBEpPXy BHU3. 1o
YMOITYaHUI0, TaKeT OTMEeYeH MIA ITPOX0aa, YTO MOXET OBITh M3MEHEHO B COOTBETCTBUHU C
TTI0OBIM ITPABUIIOM, M 9TO MOXET ITPOM30UTH HECKOJIBKO pa3 M0 KOHIIA CHMCKa IPaBUIl.
IMocnemHee moaxofslinee MIPaBUIoO «IIo0exXngaeT». ECTh OOHO MCKITIOYEeHNe: NCIIOIb30BaHue
KITI0UEeBOr0 CJIoBa quick, KOToOpoe oTMeHAeT JTio0yIo JalbHeHIyo o0paboTKy makeTa u
OCVIIIECTBIAET YKa3aHHOe B IIPaBUiIe JeHCTBUE Hal IIaKeTOM.

[TocmoTpuM Ha mapy IpuUMepOB:
HenpasunbHo:

block in on fxp0 proto tcp from any to any port ssh
pass in all

B aTom ciygae 6r0Kupyloliee IpaBuwio OyeT OLeHeHO, HO HUKOTa IPUMEHATLCA He OymerT,
TaK KakK CleayoIlee TPaBuIo paspelnaeT 10604 Tpahuk.

Vxe nydiue:

block in quick on fxp0 proto tcp from any to any port ssh
pass in all



3Tu TpBUIa OLUEHUBAIOTCA 10 OPYIOMY, TaK Kak OJIOKHpPYIOllee ITPaBUIO YKa3aHOo C
rmapaMeTpoM quick, ¥To mpuBeaeT K OJIOKMPOBKE U MPeKpalleHuo o0paboTKy makeTa,
npumenmero Ha moptT ssh. Beck octanpHOM Tpaduk OygeT TpOmyIeH.

Keeping State:

Opmuou u3 BaxHBIX crtocobHocTen PF aBmsaeTca "keeping state" unum "stateful inspection”.
KoHTpomnb cocTosSHUA OTHOCUTCA K crtocoOHoCcTH PF mmpocienuTs COCTOSHNE UITH IIPOTPece
CeTeBOTO MOOKIIYEHNUA. MHOOPMAIIUIO 0 KaXIOM ITOAKITIOYeHNH B Tabuie coctoauuu, PF
cnoco0eH OBICTPO OMIPeNeuTh, MPUHAMAIEXUT JIH IIaKeT, IPOXOO AN Yepe3 CUCTeMY CEeTEeBOH
3aIIUTH YX€ YCTaHOBJIEHHOMY IOAKIII0UeHNI0. ECIU makeT NpUHAMJIEXUT yXXe YCTaHOBIIEHHOMY
COeOVHEHMIO, TO IPOBEPKM €ro IIpaBujiaMu He ITPOUCXOOUT.

Keeping state umeeT MHOTO IIPEUMYIIIECTB, BK/II0Yasa yIPOIeHue Habopa mpaBuil U
TIOBBIIIIEHNME TPOU3BOOUTENBLHOCTH ITakKeTHOTo ¢unbTpa. PF cmocoGeH cOracoBHIBATh ITAKETH,
OBUTAIOIIMECS B JII0OO0OM HAIlpaBJIEHWH, ¥ TaK KakK ITaKeThl, COOTBEeTCTBylomue stateful
TMOOK/ITIOYEHUIO He TPOXOOAT ruleset onieHKy, BpeMsd, 3aTpauuBaeMoe PF Ha 06paboTKy ImakeToB
MOXEeT OHITh 3HAUHUTEILHO YMEHBIIIEHO.

Korpa B mpaBusie ycTaHOBIeHa oniua keep state, IepBEIM MAKET, COOTBETCTBYIOIIUY ITPABUITY
co3paert "state" mexpgy oTnpaBUTeNIeM U IojlydaTesieM. Telleps He TOJIBKO IIAKETH OT
OTIIPABUTENIA K IIOJIydaTesIio, HO U OT IIoIydaTesls K OTIIPaBUTENIO He IIPOX0OAT IPOBEPKY
IpaBuwiIaMu GUIbTPaluu.

Hanpuwmep:
pass out on fxp0 proto tcp from any to any keep state

TakuMm o6pas3om Jrrobou ucxomamnuy Tpaduk TCP 0T KOro yrogHo Kyaa yromgHO U 0OpaTHBIN
Tpaduk 6ymeT mpomyiieH 1 OyOyT CO3aHbl BpeMeHHbIe TpaBuiia "state" Mexmy oTiipaBuTeneM
¥ TojTy9aTesieM. DTO - X0poIlasa 0COOeHHOCTh, €€ UCIOIb30BaHNe 3HAYUTEIIFHO YIydIllaeT
paboTy Ballley CUCTEMHBI CETEBOM 3aIlIUTHI, ITOCKOJIBKY ITIOMCKM B MpaBuiiax " state" 3HauuTENBEHO
OBICTpPEE YeM IIPOXOXOEHUe ITaKeTa Yepe3 mpaBwia QuiIbTpa.

modulate state pa6oTaeT TOYHO Tak Xe Kak U keep state, 3a HCK/II0YEHHUEM TOT'O, UTO ITO
paboTtaeT TonmsKo ¢ maketamu TCP. C ucmonb3oBaHueM modulate state Initial Sequence
Number (ISN) ucxopsiiero coeguHeHus OyoeT paHOOMU3UPOBaH. ITO IOJIE3HO AJIA TOTO,
4TOOHBI 3aIUTUTH ITOOKITIOYEHU A, HHUITNAJIN3UPOBAaHHBIE HEKOTOPHIMH OTIePAIliOHHBIMH
cucteMaMu, y KOTopeix ISN nerko npegckasyeM.

Keep state Ha ucxopammx maketax TCP, UDP, u ICMP c pargomu3sanuen ISN:

pass out on fxp0 proto tcp from any to any modulate state
pass out on fxp0 proto { udp, icmp } from any to any keep state

Ipyroe mpeumMyiecTBo keeping state - aTo mepemada ICMP Tpaduka uepes3 MakKeTHHIN GUILTP.
Ina mpumepa, ecnu keep state ycranosmen ansa TCP coequuenuit, ICMP makeTH B 0OBIYHOM
COCTOAHUM 3a6JI0KMPOBAHEI, TO IIOCJIE YCTaHOBNIeHUA coenuneHusa ICMP nakeTs 6yoyT
ITPOXOOUTh Yepe3 Hepe3 CUCTEMY CETEBOU 3alllUTHI.

BaxHo oO6paTuTh BHEMaHMUe, 4TO stateful mogkmoueHusa orpaHudeHs HHTePdercoM, Ha
KOTOPOM OHU OBITH CO3[aHBl. 0COOEHHO BaXXHO 9TO Ha MapIIPyTHU3aTOpPax U CUCTEMaX CETEeBOU
3amuTkl, paboTtaromux ¢ pf, ocobenHo Korga mercTByeT nmoiutuka "default deny". Eciu
CHCTeMa CEeTEeBOU 3allUTH COXPAHAET COCTOSHUE Ha BCeX UCXOOAMMNX IMOOKIIOYEHUAX Ha
BHEIITHEM WHTepdelnce, TakKeTaM BCe ellle HyXXHO SIBHO ITPOXOOUTh BHYTPEHHUHN UHTEePQENC.

OOpaTuTe BHUMaHHe YTO IMpaBuia hat, binat, 1 rdr HesaBHO co3marioT "state" misa TOro, 4TOOLI
HakKeT ITpoIien GUIbTp.



Keeping State njia UDP:

Kaxmgeri cieimman, uto oyss UDP Hens3s co3maTh "state" , Tak Kak 9TO MPOTOKOJ 6e3 oOpaTHOH
cBa3u! B To BpeMA Kak uctTuHHO, 4TO UDP ceaHC CBA3U HEe UMeeT HUKaKOro MOHATUA
COCTOAHUA (IBHOE Ha4ajlo M OCTAHOB CeaHcCa CBA3H), 9TO He UMeeT HUKAKOr0 BO3OEHUCTBUA Ha
crnocob6HoCTh PF co3paTs cocToanue mnsa UDP ceanca. B ciydae mpoTokoioB 6e3 "HadalbHEIX"
u "KOHedHHIX" makeToB, PF mIpocTo cneguT, CKOIBKO IIPOIII0O BDEMEHU C MOMEHTa
IIPOXOXIOEHUA IIepBOro nakera. Ecnu BpeMsA oXunaHuA IIPEBHIIEHO, IpaBuiio "state”
yoanseTcsa. 3Ha4eHUA BpeMeHH OXUOaHUA MOTYT ObITh YCTAaHOBIIEHH B pa3esie BAPUAHTOB
pf.conf

®maaru TCP:

* F: OTopaBuUTENh 3aKOHYHUJIT TOCHIIKY OAaWTOB.

* S: ®mar A CUMHXPOHU3AlMU HOMEPOB CETMEHTOB, MCIIOIb3YETC IIPHU YCTAaHOBIIEHUU
CBA3MU.

* R: IlpepriBaHue CBA3U.

* P: OTOT cerMeHT TpebyeT BHIIIOJIHEHUA omnepanuu push. ITonydaTesns omXeH epeaaTh 3TH
OaHHEIEe TPUKIAOHON IIporpaMMe KaK MOXHO OBICTpee.

* A: HoMep OKTeTa, KOTOPHIM MOIKEH MIPUUTH CIIEOYIOMNM, TTpaBUJIEH.

* U: ®nar BaxHou nHpOpMaIuy, mojie YKa3aTelb BaXHOU HHPOPMAIIMKT UMEeeT CMEICH, eCJIH
urg=1.

* E: ECE - YBemomyieHue 0 Ieperpys3ke (IIp.I. - He 3Hal0 YTO TaKoe...)

*W: CWR - YMeHbIlIeHUEe OKHA IIePerpy3Ku (IIp.I. - He 3Hal0 4TO TakKoe...)

PF orennBaeT ¢aru Korma B IpaBujie BCTpedaeTcs KITi4YeBoe CioBo flags u umeeT
CIIeNYIOIINY CUHTAKCHC:

flags check/mask

mask TOBOPUT CMOTPETh TOJILKO YKa3aHHBIe ¢yiaru u check onpemensaeT, Kakou ¢iiar (i)
OOJIXeH "BK/IIOYEeH" B 3ar0JIOBKE MaKeTa OIS COOTBETCTBUA IIPABUITY.

pass in on fxpO0 proto tcp from any to any port ssh flags S/SA

BrimeynomMaHryToe nipaBuiio nepenaet Tpaduk TCP ¢ yctaHoBieHHBIM (riaroM SYN, ¥ TOJIBKO
npu Hanmuyum ¢paros SYN u ACK.

KonTtpons ¢pnaros oueHs 9aCTO UCIIONIB3yeTCA BMeCTe C keep state mpaBunaMu ajia yiaydIineHua
KOHTPOJIA 3a JUHaMN4YeCKUMU IIPaBUJIaMU.

pass out on fxp0 proto tcp all flags S/SA keep state

970 paspemusio OB co3aHue TMHAMHYECKOTO IIpaBuila Ha J1i0oM yxoaaiieM nakete TCP ¢
ycTaHOBJIEHHHIM (yiaroMm SYN, u Tonbko Ipu Hanuyuu ¢praros SYN u ACK.

HyxHo OBITH BHUMATEILHEIM IIPHU MCIIOJIb30BAaHUU (PIaroB., IOHUMATh YTO KOHKPETHO HOejlaeTcA
u modemy. CoBeTaM ToxXe 0C000 He BephTe, TaK KaK MHOT'He Ohl IOCOBETOBAJIM CO3MaBaTh
IIpaBuiIo "TOJBKO ecnu GiaxXokK SYN ycTaHOBIEH U HUKaKue Apyrue". 3To KOHYUTCA
CIIEeYIOLINM:

... flags S/JFSRPAUEW bad idea!!
ITpoGieMa — HEKOTOPBIE CAMTHI, UCIIONIL3YIOT ¢ytar ECN u mobou cauT, ucmosnb3ysa ECN,
mpo0ysa COeOUHUTHLCA ¢ Bamu, 6yoeT OTKIIOHEH B COOTBETCTBUHU C IIPABUJIOM BEIIe. HaMHOTO

JTy4ime:

... flags S/SAFR

B t0 BpeMA KaK 3TO ABJIAETCA IIPAKTUYECKUM U 0e30macHBIM, TaKXKe HEeHYXHO IIPOBEPATH



¢maru FIN u RST ecnu Tpaduk scrubbed.

ITporecc ounctku 3acTaBuT PF 61oKupoBaTh TI00bBIe BXOAAIIME ITAKEeTH C HE3aKOHHBIMU
koMOuHanuaMu ¢iaros TCP (tuma SYN u FIN unmu SYN u RST). CTporo peKoMeHOyIOT Bceraa
BEIYMCTUTDH BXOOAIIUY Tpaduk:

scrub in on fxp0

pass in on fxpO0 proto tcp from any to any port ssh flags S/SA \
keep state

TCP SYN Proxy:

OOGHIYHO, KOTHA KIIMEeHT yCTaHaB/IMBaeT COeqUHEHNe C CepBepOoM BHe ceTH, pf mepemaeT makeTs
YCTaAHOBJIEHUA CBA3U MeXOy KIMEHTOM U CEPBEPOM II0 Mepe Ux nocrymneHua. PF Takke umeet
CIIOCOOHOCTD IIPOKCUPOBATH IIPOLIECC co3maHuA coeaguHeHus. [Ipu atoMm PF ycTaHOBUT CBA3L C
KIIMEHTOM, HTHUIITUNDPYET YCTAaHOBJIEHHE CBA3U C CEPBEPOM U 3aTe€M COEOUHUT KIIMEeHTa U
cepsep. [IpeumylinnecTsa 5TOro Npoiecca B TOM, YTO HUKaKWe IaKeThl He IIOChUIAI0TCA CEPBEPY
Ipexpge, 4YeM KJIMEeHT 3aBepIIUT YCTaHOBJIEHUE CBA3U. JTO yCcTpaHAeT yrpo3y spoofed TCP SYN
¢nyna, Ta Kak KIMEHTCKOE IOAKITIoOYeHMe OYOeT HeCIIOCOOHO 3aBEPIIUTL YCTAHOBJIEHUE CBA3U
U CIIy(UTH CepBED.

pass in on $ext if proto tcp from any to $web_server port www \
flags S/SA synproxy state

Temepdb coeguHEHME C CepBEpPOM OyIOeT IPOKCHUPOBAHO MAaKETHHEIM (DUIBTPOM.

Tak Kak npu paboTe synproxy state o6pasyroTca guHaMudeckue npasuia, To SYN mpokrcu
BK/IIOYaeT B cebsa QyHKIIMOHATFHOCTE keep state u modulate state.

SYN mpokcu-cepsep He OymeT paboTtaTts, ecnu PF BhmonaaeTca Ha bridge(4).

Bi1oxkupoBaHue cy(pHHIa:

ITom TepmunaOM "spoofing" moHuMaeTcsa mogMeHa IP agpeca B makeTax C 1elIbio CKPHITh UX
peasIbHBIM afpec WX BHIOATh ce0s 3a Opyrou y3en ceTu. [Ipu 9TOM 3JIOYMBIIIUIEHHUK MOXET
TIOIBITATHCA HOJIYYUTh OOCTYII K CETEBBLIM YCIIyraM, KOTOPHIE OrpaHUYEeHbl HEKOTOPHIMU [P
afpecaMu WU CKpPHIBaTh CBOM UCTHUHHEBIM agpec PU ITPOBedeHNY aTakKu Ha CEeTh.

PF npemjiaraeT HeKOTOPYIO 3aIIUTY IPOTUB CIIy(HUHTa C IIOMOIIBIO KITI0OYEBOI'0 CjioBa antispoof

antispoof [log] [quick] for interface [af]

log
OmpepnenseT, YTO COOTBETCTBYIOIINHI ITAKeT OOJIXeH OBITh 3apeructpupoBal depes pflogd (8).

quick
Ecnu makeT COOTBETCTBYET IPABMIIy quick, TpaBWiIo CYUTAIOT IIOCIIETHUM IPaBUIOM
COOTBETCTBUSA, ¥ TPEOIIPUHUMAETCA YKa3aHHOE IEeNCTBUE.

interface
CeTeBol HHTepdeNc, Ha KOTOPOM aKTUBU3UPYETCS 3allliTa OT CIy(PUHTA. DTO MOXET
Takxe OBITh CIIMCKOM HHTEP(derCcoB.

af
CemencTBO ampeca — unu inet mna IPv4 umnu inet6 gms IPv6.

[Tpumep:



antispoof for fxp0 inet

ITocne 3arpy3ku Hab0OpOB IIpaBuil, TaM I'le BCTPeUeHOo KJII04ueBoe Cl10Bo antispoof nmpasumno
OymeT pacIImpeHO B fBa mpaBuiia ¢wibTpa. [IpuHumMasn, uto uatepdenc fxp0 nmeet agpec IP
10.0.0.1 u monceTeByio MacKy 255.255.255.0 (To ecTs,/24), BEHIIEYIIOMAHYTOE IIPABUJIO
pacmupuinocs Ok [0:

block in on ! fxp0 inet from 10.0.0.0/24 to any
block in inet from 10.0.0.1 to any

OTu IIpaBuUiIa JOCTUTAIOT OBYX BEIEH:

* BiokupyeT Bech Tpaduk, ucxomAamuu u3 cetu 10.0.0.0/24, KOTOPHIN HE TPOXOOUT B Yepes3
fxp0. Tak kak cets 10.0.0.0/24 HaxoguTcsa Ha uHTepdence fxp0, MakeTH C UCXOOHEIM afpecoM
B 9TOM ceTeBOM 0OJI0Ke HUKOT[a He HOJIXHH MOABIATHCA HU Ha KaKOM OPYroOM MHTepdence.

* BriokupyeT Bech Bxogamuu Tpaduk c IP ampeca 10.0.0.1 #a fxp0. XocT HUKOTHA HE HE
OOJIXEeH ITOCHIATh ITaKeThl cebe uepe3 BHEITHUY NHTepdenc, TaK U4TO JII00be BXOOAIINEe TaKeTh
C UCXOOHBIM agpecoM, TPUHAJIEXAIINM XOCTy MOXHO CYECTh 3JI0OHaMEPEHHBIMU.

OBPATUTE BHUMAHMUE: Ilpu pacmupenuu mpasuia antispoof Takke 61I0KUPYIOTCA TaKETHI,
IIOCJIaHHEIE II0 IEeT/IeBOMYy MHTepdelCcy K MeCTHBEIM afpecaM. JTH afpeca HYyXXHO IepeaaTh
ABHO. [TpumMmep:

pass in quick on lo0 all
antispoof for fxpO0 inet

Hcmonp3oBaHme antispoof momkHo OLITH OTpaHUYeHO MHTepdencaMu, KOTOPHM OBIT Ha3HaYeH
IP agpec. Mcnonb3oBanue antispoof Ha uaTepdetice 6e3 IP ampeca mpuBeneT K IpaBuiIaM
¢unbTpanuu THUIA:

block drop in on ! fxpO0 inet all
block drop in inet all

C 3TUMHM IIPaBUJIAMH €CTh PUCK OJIOKMPOBAHUSA BCETO IIPHOBIBAOIEro Tpaduka Ha BCex
uHTepdencax.

Onmuu IP:

ITo ymomganuio pf 610KUpPyeT MaKeThl C YCTaHOBIEHHBIMU OIIIusAMU IP. DTo 3aTpynHAET
onpepenenue tuna OC TakMMU yTUIWTaAaMHU, Kak nmap. Eciu Bel nMeeTe npuinoxeHne, KOTOpoe
TpebyeT IPOXOXOEeHUA ITUX HaKeToB, Tuila multicast unmu IGMP, Bel MoxeTe MCII0Ib30BaTh
oupektuBy allow-opts:

pass in quick on fxp0 all allow-opts
IIpumep npaBwI GUWILTPAITHHA:
Huxe - npumMep ¢ounbTpyooiux npasuii. Cepsep ¢ 3amyileHHHM pf meicTByeT Kak CUCTeMa
CeTeBOU 3allUTH MeXOy MaJIeHbKOM, BHYTPeHHeH ceThio u Internet. [Toka3aHHI TOJIBKO
dunpTpyoKe mIpaBuiia; IpaBuiia queueing, nat, rdr u T.I. B 9TOM IpUMepe IPOIYIIEeHEL.
ext if = "fxp0"
int if = "dc0"
lan net = "192.168.0.0/24"

# scrub incoming packets
scrub in all

# setup a default deny policy
block in all



block out all

# pass traffic on the loopback interface in either direction
pass quick on 100 all

# activate spoofing protection for the internal interface.
antispoof quick for $int if inet

# only allow ssh connections from the local network if it's from the

# trusted computer, 192.168.0.15. use "block return" so that a TCP RST is
# sent to close blocked connections right away. use "quick" so that this

# rule is not overridden by the "pass" rules below.

block return in quick on $int if proto tcp from ! 192.168.0.15 to $int if port ssh flags S/SA

# pass all traffic to and from the local network
pass in on $int if from $lan net to any
pass out on $int if from any to $lan net

# pass tcp, udp, and icmp out on the external (Internet) interface.
# keep state on udp and icmp and modulate state on tcp.

pass out on $ext if proto tcp all modulate state flags S/SA

pass out on $ext if proto { udp, icmp } all keep state

# allow ssh connections in on the external interface as long as they're

# NOT destined for the firewall (i.e., they're destined for a machine on

# the local network). log the initial packet so that we can later tell

# who is trying to connect. use the tcp syn proxy to proxy the connection.

pass in log on $ext if proto tcp from any to { !$ext if, !$int if } port ssh flags S/SA
synproxy state

NAT

BBenenue

Kak pa6ortaer NAT

NAT u hunbTpanusa makeToB

IP dopBapouHr

KoudurypupoBanue NAT
Bidirectional Mapping (1:1 mapping)
HcknioyeHnA U3 IPaBUI TPAHCIAINN
ITposepka coctoguaud NAT

BBegenue:

Tpaacnauusa CeteBoro agpeca (NAT) - oToOpa3uTh MOIHYIO CETh (MU CeTH) K eMUHCTBEHHOMY
IP agpecy. NAT Heo6xomuM, Koraa Konn4decTBo IP agpecos, BrimenenHs Bam Bamum
IIPOBANIepPOM MeHbIle deM 00Iee KOITUIeCTBO KOMITLIOTEPOB, /I KOTOPEIX BEHI XenaeTe
obecneunTts moctyn Internet. NAT omucan B RFC 1631.

NAT mo3BonseT BaMm HCIIoOIb30BaTh B CBOUX MHTEPEcax 3ape3epBUPOBaHHEIE GJIOKH agpecos,
ontucanuble B RFC 1918. Kak npasuso, Brl 6ymeTe MCIIONb30BaTh OJUH UJIM HECKOJIBKO GJIOKOB
afpecoB U3 Cllenyollero quama3oHa:

*10.0.0.0/8 (10.0.0.0 - 10.255.255.255)
*172.16.0.0/12 (172.16.0.0 - 172.31.255.255)
*192.168.0.0/16 (192.168.0.0 - 192.168.255.255)



Ins paboter NAT HeoOX0OMMO UMETh KaK MUHHMMYM [Ba CETEBHIX HHTepderca, OOUH U3
KOTOPHIX BHIXOMAUT B Internet, a BTopoi Bo BHYTPEeHHIOIO ceTh. NAT GymeT TpaHCIUPOBaTh
3alpoCH C BHYTPEHHEU CeTH, TaK, KaK OyITO OHM MCXOHOAT OT Bamem CHUCTEMEL.

Kak padortaet NAT:

Korpa xknmueHT U3 BHYTPEHHEH CETH MOCHUIaeT 3anpoc B Internet, co3garorca IP makeTHl,
KOTOPBHIE LIITIOTCA K MECTY Ha3HaUYeHUA. DTH ITAKETH ComepXaT BCio nHpopmaruio 06 o6paTHOM
agpece, HeoOXoOuMYyIo [yid monydeHud orBeTa. NAT 3anHTEepeCcOBaH 3TUMHU YaCTAMU
uHPOpPMaIUN:

* Wcxomnabiu ampec IP (Hampumep, 192.168.1.35)
* Ucxomubein TCP unu UDP mopt (Hampumep, 2132)

Korma makeTs! mpoxomaT depe3 NAT, oHM H3MEHAIOTCA TaKUM 00pa3oM, YTOOB OHHM, Ka3aJIoCh,
ucxomunu oT NAT 1Ti03a HermocpencTeeHHo. NAT OGymeT menaTh 3alKuch U3MeHEeHUH B TaOmIuIle
COCTOSIHHH TaK, YTOOBI 3TO MOTJIO,

a), 4TOOHI IOJTHOCTHIO BEPHYTh U3MEHEHHUA Ha BO3BPAIIAIOIIUXCA TaKeTax U

b) rapaHTHpPOBaTh, YTO BEPHYBIIHUECS ITIAKETH ITPOUAYT CUCTEMY CETEBOH 3alllUTH B He OymyT
OGJIOKMPOBAHHI.

Hampumep, MOTYT IPOU30UTH CIIEAYIOIHEe N3MEHEHUT:

* Vcxopmnabiu IP: 6ymeT 3aMeHeH BHEITHMM afpecoM IuTio3a (Hampumep, 24.5.0.5)
* VICXOOHBIN IOPT: OymeT 3aMeHeH 0eCIopAN0YHO BEHIOPAaHHEIM, HEHCIIOIb30BaHHEIM IIOPTOM
Ha 1oro3e (Hanpumep, 53136)

Hu BHYTpeHHSA MallliHa, HYU TJIaBHHM KOMIIbIOTED Internet He 3HAIOT 06 3TUX ITarax
TpaHcanuu. g BHyTpeHHen Mamuabl NAT cucteMa — mpocTo nntio3 Internet. [Ins pecypca,
pacmoioxeHHoro B Internet makeTs! mpuOsIBaioT HemocpencTBeHHO OoT NAT cucTeMel; OH He
OorafbeIBaeTCs O CYIIeCTBOBAHUY KIMEHTCKOU MammuHEL. Korga pecypc oTBedaeT Ha 3ampoc
BHYTPEHHEU MaIlWHE OH OymeT obpalaTtsca K BHemHeMy [P agpecy NAT notioza (24.5.0.5) u
mopty (53136). NAT 103 OymeT MCKaTh COOTBETCTBYIOIIYIO 3aIllCh B TAOIHIE , YTOOE
OIIPENEeNINTh, COOTBETCTBYIOT JIM ITAaKEeThl OTBETA YXe YCTAHOBJIEHHOMY IIOAK/IIOUEHUIO.
YHUKaTbHOE COOTBETCTBUE OymeT HaufeHO Ha OCHOBaHMU KoMOuHaImu [P/mopTa, KoTopas
roBoput PF, 9To makeTs IpUHAMIeXaT IOOKITIOYeHNI0, HHUIIUAITM3UPOBAHHOMY BHYTPEHHEHN
marmmaon 192.168.1.35. PF GymeT Toraa genaTh 0O0paTHLIE U3MEHEHU S [JIA MTPUXOOAIINX
ITaKeTOB U OTIPABIIATH ITAKETH BHYyTPEHHEH MalllnHe.

Tpaacnauua ICMP makeToB IPOUCXOOUT TAaKKUM Xe CII0COO0M, HO 0e3 MCXOOHOM MOOu(GUKAIINN
moprTa.

NAT u punbTpanusa MakeToB:

OBPATUTE BHUMAHMWE: OTTpaHCIupOBaHHEIE ITaKETHl JOJIXHEL BCE €llle OOJIXHEI IIPOXOOUTh
qyepe3 MexaHu3M QuiIbTpaIuy u OyayT OJIOKMPOBAHLI UITH IIepeaaHbl Ha OCHOBAHUHU ITPABUII
dunpTpanuu. EqUHCTBEHHOE UCKITIOUeHNe OyeT caenaHo IIpu HaJIMYUU KITI0YEeBOI'0 CJI0Ba Pass
IPU UCIIONh30BaHUHU B mpemenax npaBuna NAT. 9To 3actaBuT NATed makeTH IepegaBaTh
4yepe3 MexaHu3M QUIIbLTPaIUU.

Takxe 3HAUTE, YTO TPAHCIIAIUA TPOUCXOOUT Tiepen GUAbTPAIMER U MeXaHU3M (QUIbTPAIIUN
OymeT BUAETh OTTPAHCIMPOBAHHEIN ITAKET C OTTPAHCIMPOBAaHHLIM agpecoM IP u mopToM.

IP ¢popBapaounr:
Taxk xak NAT nmo4dTu Bcerga UCIHOJIb3yeTCA Ha MaplLIpyTU3aToOpaxX U CETEBHIX LIUIK03aX, BEPOATHO

6ymeT HeoOXOOUMO OOIYCTUTh POPBaApPOUHT ITAKETOM MeXOy CeTEeBLHIMH MHTepdercamMu
MaIllMHBL. DTO OCYILIECTBIIAETCA C IIOMOIIbI0 MeXaHu3Ma sysctl(3) :



# sysctl -w net.inet.ip.forwarding=1 # sysctl -w net.inet6.ip6.forwarding=1 (if using IPv6)
Ina Toro, 4ToOH cOenaTh U3MEHEHU A TOCTOAHHEIMY, BHecuTe B /etc/sysctl.conf:
net.inet.ip.forwarding=1 net.inet6.ip6.forwarding=1

3TU CTPOKM MPUCYTCTBYIOT, HO TPOKOMMEHTUPOBAHHH (3HAKOM #) B 3aJaHHOU IO YMOTYaHUIO
yCcTaHOBKe. Yaoanute #, u coxpauute dain. ©opBapauHr makeTos IP GymeT OymeT pa3pelieH
IIOCJie IIepe3arpys3Ku.

Kondurypupoanue NAT:
IMonmaem popmat mpaBuia NAT BHTIAOUT CIEAYIOIIMM 00pa30oM:

nat [pass] on interface [af] from src_addr [port src_port] to \
dst addr [port dst port] -> ext addr [pool type] [static-port]

nat
KmtodeBoe €noBO, KOTOpoe HaunHaeT mmpaBuio NAT pass
TpaHCTHPOBAaTh MAKETH, ITIOJTHOCTHIO 00X0IA ITpaBuiIa GuiIbTpanuu interface
HUmsa ceTeBoro uHTepdeiica, Ha KOTOPHM OyAyT TPAHCIMPOBATLCA HaKeTH af
CeMenCTBO agpeca makeTta, win inet gnsa IPv4 wiu inet6 mna IPv6. PF o6srgHO
c1oco0eH OIpeNeNnuTh 3TOT TapaMeTp, aHAIU3UPYyA UCTOUYHUK /WU agpec Ha3HAYeHUA.
src_addr

- BHyTpeHHUHN agpec IMakeToB, KOTOpPhe OydyT OTTPaHCIMPOBaHb. MCXOmHBIN agpec
MOXeT OHIThH OITpedeNieH KakK: EquHCTBeHHHN agpec IPv4 unu agpec IPv6.

- briok cetu CIDR

- ITommHOCTHIO OoIpefesieHHOe UMA foMeHa, KoTopoe OymeT onperneneno depe3 DNS nocrne
3arpy3Ku IIpaBuil. Bce ompenenenHbie uMeHa OyoyT 3aMeHeHE [P agpecamu.

- msa ceteBoro unTepdeiica. JlroOre agpeca, Ha3Ha4YeHHEIE HHTEpPdency, OymyT
BCTABJIEHH B ITPABUJIO.

- Ums ceTeBOr0 nHTEPdEHca, COTPOBOXIAEMOTO / CETeBOM MacKou (Hampumep /24).
Kaxpsii agpec Ha uHTEpderce OymeT oObeQUHEH C CETEBOM MaCKOM, YTOOH (opMUpoBaTs 610K
cetu CIDR

- Ums ceTeBOro nHTEPOENCa, COTPOBOXAAEMOTO KITIOUEBHIMU clioBaMu :network. B
pe3ynbTaTe B IpaBuia 6ymet 3arpyxeH agpec cetu CIDR (x mpumepy 192.168.0.0/24).

- TaGnuia.

- JIro60e BHIINIEYIOMAHYTOE, HO OTpHUIlaeMoe(MHBEPTUPOBAHHOE) C MCIIOJIb30BAHUEM !
("He") MomuduKaTopa.

- HaGop agpecos, UCIOIL3Y A CIUCOK

- KittoueBoe cnoBo any

src_port

- Ucxomubii mopT. [TopTh MOTYT OBITH OTIpefiesieHsl Kak: Homep Mexay 1 u 65535

- UMa mmpoTokora u3 /etc/services

- HaGop mmopToB, MCIIOJIB3yA CITMCOK

- Inama3oH:

+ | = (He paBHEIN)
+ < (MeHBbIIIe YeM)
+ > (Oosbllle 4eM)
+ <= (MeHbIIIe YeM WU PABHEBIH)
+ >= (6osbIIIe YeM N PABHEIN)
+ > <(mmanas3oH)
+ <> (0O6paTHLIN OUAIIa30H)
ITocnepuue ABa - MBOMHEIE OMEePATOPH (OHU GepyT mBa mapaMeTpa) ¥ He BKITI0YaloT
ImapaMeTpH B JHUAMa30H.
Omua port 0OIYHO He UCIIONb3yeTcA B TpaBuiax NAT, moTomMy 4To BeCch Tpadpuk
IIPOXOOUT Yepe3 IIPaBUIO HE3aBUCUMO OT HCIIOIb3yeMoro mopTa (oB). dst_addr
Apnpec Ha3zHa4YeHUA TAKETOB, KOTOPHIE OYAyT OTTPAHCIUPOBAHEL. AOpec Ha3HaYeHUA
WMeeT Te Xe MapaMeTPHl, YTO M UCXOOHBIN afmpec. dst port
ITopT appecarta. [TapamMeTphl Takue Xe Kak U B src_port. ext addr
- Buemnuu agpec NAT poyTepa, K KOTOpoMy OyAyT OTTPaHCIMPOBAHH TTAaKeTH. BHEITHUN



agpec MOXeT OBITEH OTIpefienieH Kak: EquacTBenHbn agpec [Pv4 unu agpec IPv6.

- briok cetu CIDR

- [TomHOCTHIO OopefiesieHHOe UM foMeHa, KoTopoe OymeT onpernerneno depe3 DNS nocrne
3arpys3ku npaBwi. Bce onpenenennsie uMeHa OyoyT 3ameHeHH [P agpecamu.

- M BHEIIIHET0 ceTeBoro uHTepderca. JIroOwle agpeca, Ha3sHauYeHHbe HHTePQeHcCy,
OynOyT BCTaBJIEHH B IIPABUJIO.

- msa ceteBoro uHTepdenca B KPyTIEX cKoOKax (). 3To roBoput PF MomuduimpoBaTh
mpaswuino, ecnu [P agpec(a) Ha Ha3BaHHOM MHTepdence n3MeHAETCA. DTO MOJIE3HO HA
uHTepdence, moy4daroInero agpec depe3s DHCP uiu MOOeMHOT0 COeIUHEHM I, TTOCKOJIBKY He
HaJ0 KaXOei pa3 mepe3arpyXaTh MpaBuia.

- UM ceteBoro nuTepderica, COMPOBOXIAEMOro KITI0YeBEIMU CJIoBaMu :network. B
pe3ynbTaTe B mpaBuia OymeT 3arpyxeH agpec cetu CIDR (k mpumepy 192.168.0.0/24).

- Ha6op agpecos, UCIIONB3YA CIHCOK

pool type
OmpepmensaeT TUN MyJla agpeca, UCIOIb3yEeMBIN MIA TPAHCIAIIUH. Static-port
T'oBopuT PF He TpaHcnupoBaTh ucxogubi mopT B TCP u UDP makerax.

IT0 IIPUBOOUT K ClieayIoIIeMy KaHOHUYE€CKOMY BUY IIPpaBUJIaA:
nat on tl0 from 192.168.1.0/24 to any -> 24.5.0.5

DTO0 mpaBUJIO ITOApPa3yMeBaeT To, 4To Ha uHTepderice tl0 mpumenserca NAT K mo0sIM
ImakKeTaM, uCXomAIux u3 cetu 192.168.1.0/24 u uCXOOHHIN ampec 3aMeHsAeTcs Ha IP 24.5.0.5.

B To BpeMsa Kak BHIIEYIIOMAHYTOE IIPABUJIO IPAaBWILHO, TaKad ¢opMa 3alucyu He
pekomeHpayetcsa. OO6CTyXuBaHME TaKUX IPABUII OyOeT 3aTPyIHEHO, TaK Kak JIio00e N3MeHeHNe
BHEITHUX UJIM BHYTPEHHUX CETEBHIX afpecoB OymeT TpeOoBaTh IepenebiBaTh BCe IIpaBuia B
cuucke. CpaBHUTE C 9TOM 3amuchio (t10, ApnaeTcs BHemHUM, dcO BHYTPEHHUM):

nat on tl0 from dc0/24 to any -> tl0

[TpenuMy11eCTBO HOJIXHO OBITH JOBOMBHO 0YeBUAOHO: Bbl MoxeTe n3MeHuTs IP amgpec mo60r0
uHTepdenca, He U3MEHAA 9TO IPABUIIO.

ITpu ykazaHmu uMeHU UHTepderca aia agpeca TPAaHCIALMY KakK B puMepe Brite, IP agpec
ompepnensetcs B pf.conf Bo Bpems 3arpy3ku, a He Ha neTy. Eciu Bo ucmonbs3yeTe TpOTOKOI
DHCP, uTo681 KOHGUTYPUPOBATH Balll BHEITHUN MHTEPENC, 9TO MOXeT OBITh mpobiemon. Tak
Kak afipec, Ha3HaYeHHHHN UHTEePHENCY MOXET U3MEHUTHCA, a B TIPaBUIaX OCTAHETCS CTAPHIU
agpec, makKeTH KJIIMEeHTCKUX MalllMH OyayT yXOOuTh B HUKyHa. YToOk 000MTH 9TO, BRI MOXeTe
cka3ath PF aBTOMaTHYeCKH MOOU(HUITMPOBATH afipec TPaHCIIAINY, IToMellaa UM uaTepdeiica
B KpPYTJIBIE CKOOKH.

nat on tl0 from dc0/24 to any -> (t10)

EcTh omHO r1aBHOE OTpaHUYeHHe: TOJILKO IIEePBHI IICeBOOHUM Ha WHTepderice OymeT OlleHeH,
Korma uMsa nHTepderca MOMeIIeHO B KPYT/Ibie CKOOKH.

Bidirectional Mapping (1:1 mapping):

bidirectional mapping - 3To TOCTOAHHOE CoefuHEHUE, UCIIONIb3yIolIee IpaBuso binat. [Tpasusno
binat ycTanaBmuBaeT COOTBETCTBUE TOPTOB MEXAY BHYTPEHHUM aIpeCcOM U BHEITHUM afgpeCcoOM.
3To MoOXeT OBITH ONE3HO, HAalIPUMeP, KOrfa BHYTPHU CETHU HaXOOUTCA CEPBEP, KOTOPHIYU MOTIKEH
ObITh mOocTyIeH u3BHe. [logkmouenns ot Internet mo BHemrHero agpeca 6ygyT
OTTPAHCJIMPOBaHL K BHYTPEHHEMY afpecy, ¥ OJK/II0UeHNA OT CepBepa CeTH (TUIla 3allpoCoB
DNS) 6ymyT OoTTpaHCIMPOBaHE K BHEITHEMY afpecy.

I[Tpumep:
web serv int = "192.168.1.100"
web serv ext = "24.5.0.6"
binat on tl0 from $web serv int to any -> $web serv ext



HUcxnroueHusa u3 IIpaBHWI TPAHCIAIIHA:

UcknioyeHusa MOTYT OBITh COEJIaHH K IIpaBUiaM TPAHCIIAIIUY MCIIONIb3Y S KIII0UEeBOe CII0BO NO.
Hanpumep:

no nat on tl0 from 192.168.1.10 to any
nat on tl0 from 192.168.1.0/24 to any -> 24.2.74.79

B atom ciy4gae Bca ceTh 192.168.1.0/24 3a uckmodenueMm 192.168.1.10 6ymeT TpaHCIHPOBaHa
Ha IP agpec 24.2.74.79.

OO6paTuTe BHUMaHUE, YTO IIEPBOE IIPaBUIO0 mOo0eXmaeT, eCciu yKa3aHo "no", To makeT He OymeT
TpaHcnupoBaH. KimioueBoe ci1oBoO "no" Hemb3s UCIOJIb30BaTh C ITpaBuiaMu with binat u rdr.

IIpoBepka coctosaaua NAT:

ITpocMmoTpeTh akTuBHBIE TpaHcaAnuU NAT MoxHO ¢ moMoisio pfctl(8), ucrmnonb3ysa onmuuio -s
state.

# pfctl -s state
TCP 192.168.1.35:2132 -> 24.5.0.5:53136 -> 65.42.33.245:22 TIME WAIT:TIME WAIT
.5

UDP 192.168.1.35:2491 -> 24.5.0 :60527 -> 24.2.68.33:53 MULTIPLE:SINGLE
PacmudpoBka (TOIBEKO BEPXHEH CTPOKHU):

TCP

ITpoToOKOJI, MCIOTB3yEMEIH MoaKTI0UYeHueM. 192.168.1.35:2132

Appec (192.168.1.35) MamIuHb U3 BHYTPEHHEH CeTH W UCXOOHBIM mopT (2132) . Takxe
9TO afipec, KOTOPHIM 3aMeHsaeTcsa B 3aronoBke IP maketa. 24.5.0.5:53136

Apmpec IP (24.5.0.5) u nopT (53136) Ha nUII03€, K KOTOPOMY HaKeThl TPAHCIUPYIOTCA.
65.42.33.245:22

Appec IP (65.42.33.245) u nopT (22), C KOTOPLEIM BHYTPEHHAA MallliHa COeOUHAETCA.
TIME WAIT:-TIME WAIT

9TO0 yKa3kBaeT Ha COCTOAHNE COEIUHEHUSA - B COCTOAHUY MOOKITIOUEHU .

IlepenanpaBienue Tpaduka

BBepeHue
[NepeHanpapienne U QUILTPAINA TaKETOB
3HayeHne 3alUTH

[lepeHanpaBieHne U OTPaAXEHUEe
Paspenenue ropu3oHTOB DNS

IlepemMmernienne cepsepa B DMZ

TCP npokcupoBaHue
Kombunanus RDR u NAT

BBegenue:

Korpa pa6otaet NAT, Bet MoxeTe oOecneduTs Bech oduc moctymoMm B Internet. Yto memnarts,
Korma y Bac ects mammHa mo3aau NAT, K KOTOpor# He0OX0auMo o0paliaTsCA CHapyXu. DTO TOT
cily4ai, KOTHa B UTPY BCTyHAET lepeHanpasieHue. [lepeHanpaBieHne TO3BOIAET BXOOAIEMY
TpaduKy OHITH TTOCTAHHBIM BHYTPb CETH, CTOAIIen 3a NAT.



PaccMoTpuM mpuMenp:

rdr on tl0 proto tcp from any to any port 80 -> 192.168.1.20

JTa cTpoKa mepeagpecoBhBaeT Tpaduk, mpuxogamui Ha TCP mopT 80 Ha MaIuHy,
HaXOIANIYIOCA B JIOKAJIbHOU ceTH, ¢ ampecoM 192.168.1.20. from any to any 3anucey B mpaBuse
rdr MoxeT ObITH BechbMa Itonie3Ha. Ho ecnu BE 3HaeTe Kakue IP agpeca unm nopceTu MOTyT
o6paraThCa K 9TOM MallluHe, TO BB MoXeTe OrpaHUYUTh MOCTYI:

rdr on tl0 proto tcp from 27.146.49.0/24 to any port 80 -> 192.168.1.20

9T0 mpaBuIIo OyHeT mepeampeCcOBEIBATh TOIBKO OOHY mmoaceTs 27.146.49.0/24. 3To HaBOOUT Ha
MBICJIb YTO TaKHUM 06pa30M MOXHO IIPeAoCTaB/IATE OOCTYII PA3JIMYHBEIM XOCTaM BHGH.IHGI:I CeTHu K
Pa3nUYHBIM XOCTaM BHYTPEeHHeU ceTH. Hampumep, Bel Morinu 651 UMETh yoarTeHHBIX
II0JIb30BaTesIer, 00PAIAIoIUXCA K CBOUM COOCTBEHHBIM MalllMHAM BHYTPU JIOKQJIBHOU CETH.

Hanpuwmep:

rdr on tl0 proto tcp from 27.146.49.14 to any port 80 -> 192.168.1.20
rdr on tl0 proto tcp from 16.114.4.89 to any port 80 -> 192.168.1.22
rdr on tl0 proto tcp from 24.2.74.178 to any port 80 -> 192.168.1.23

ITepenanpaBieHne U GWIbLTPANKUA IAKETOB:

OBPATUTE BHUMAHWE: OTTpaHCIUpOBaHHLIE TTAaKETHl JOIXHEI BCE €llle OOIXHHI IPOXOOUTh
qyepe3 MexaHu3M QuiIbTpaIuy U OyayT OJIOKMPOBAHBI UITH II€PEeaHbl Ha OCHOBAHUHU ITPABUII
¢unbpTpanuu.

EmuHCTBEHHOE UCKITIOYeHHe OyIeT COenalHo Ipyu HaJIWYWU KITI0YEeBOTO CJIOBA pPass Mpu
KMCIOIb30BaHUY B IIpefesiax mpasuia rdr. 9To 3aCTaBUT IIepeagpeCcOBaHHEIE ITAKETE
repeqiaBaTh Yepe3 MeXaHu3M QUIbTPAITUH.

Takxke y4TuUTE, 4YTO MeXaHU3M GUIbTPALMU OyOeT BUAETh OTTPAHCIMPOBAHHBIM MAKET, C YXe
M3MEeHEeHHBIMH agpecaMy U IIOPTaMu.

PaccmMoTpuM Takou CLeHapUu:

*192.0.2.1 - XOCT B MUHTEPHETE
*24.65.1.13 - BHEIIIHUY afpec MapIlIpyTu3aTopa
*192.168.1.5 - BHYTpPEeHHUH afpeC MAIUHE B TIOKAJILHOU CEeTH

ITpaBuso nepeHanpasieHNUA:
rdr on tl0 proto tcp from 192.0.2.1 to 24.65.1.13 port 80 -> 192.168.1.5 8000
INepen npaBuioM rdr makeT UMeeT XapaKTEePUCTUKM:

* UcxomHbin agpec: 192.0.2.1
* Ucxomubii mopT: 4028 (TpOU3BOIEHO BHIOPAHHBIM OMTEPAIIMOHHON CUCTEMOM)
* Agpec Ha3sHadeHuA: 24.65.1.13
* ITopT ampecarTa: 80
IMTakeT mocne nmpaBuia rdr:

* UcxomHbIn agpec: 192.0.2.1

* UcxomHbin mopT: 4028

* Agpec Ha3sHadeHuA: 192.168.1.5
* ITopT agpecara: 8000

ITakeT 6ymeT 06pabaTHBAaTHCA ITPaBUIaMu (PUITbTPAIIUH.



3HadYeHHe 3alllHUThI:

ITepeHanpaBieHNE TTOTEHIIUAJIBHO MOXET CO3HaTh ITPo0eMel ¢ 6e30ImacHOCThI0. [TpuxoguTcs
OejiaTb OTBEPCTHUE B CUCTEME 3alllUThI, MJIA TOI'O YTOORI BHYTPEHHHUE CEPBUCEHL OBUIH OOCTYIIHBL
cHapyxu. Ecnu Tpaduk ObUI mepeHanpasiieH Ha BHyTpeHHUN web cepBep u B CGI ckpurite unu
B cepBepe ObUla 0O0HapyXeHa yA3BUMOCTE, 3TO MOXET CKOMIIPOMETHPOBATEL MAIIMHY, a OTTy/a
U BCIO BHYTPEHHIOIO CETh.

3TOT PUCK MOXET OBITH YMEHBIIIEH, €CJIM BEIBECTH BCE CEPBEPHI, K KOTOPHIM OymyT o6paIeHn
M3BHE, B OTHOEJIbHYIO CETh. TaKasa CeTh Ha3kBaeTCA "meMUIUTapu30BaHHOU 30HOU"(DMZ) nnmn
"qacTtHafa cepBucHasa ceTh"(PSN). [Taxe ecnu cepBep ceTu OymeT CKOMIPOMETHUPOBaH, BCe
HeIpUATHLIE IIOCIIeACTBUA OyOyT OrpaHUYeHEl 9TOM 30HOM, UCIIONNb3yA pumbTpanuio Tpaduka
u3 u B DMZ.

IlepeHanpaBjIeHHE H OTPaXKeHHe:

Yacrto, paBuiia IepeHasHauyeHu A UCIIONb3YI0TCA, YTOOH OTIIPABUTh BXOOAIINE ITOOK/IIOUEHU A
c Internet Ha MeCTHBIM CEPBEP C YAaCTHHIM afi[peCcOM BO BHYTPEHHEH CETH, KaK B MaHHOM
IpuMepe:

server = 192.168.1.40
rdr on $ext if proto tcp from any to $ext if port 80 -> $server port 80

Ho npu mpoBepke pabGOTH 3TOT0 IIpaBuUia U3 JIOKAJIbHOKW CETH MBI IOTEPIUM Heygady. DTO
CBS3aHO C TeM, YTO IIPABHUIIO IPUMEHAETCSA TOJIBKO K ITaKeTaM, KOTOPEIE IIPOXOOAT Yepes
yKa3aHHBM uHTepdeuc ($ext if, BHemHuM nnTepdenc, B npuMepe). CoequHeHNWE C BHEIITHUM
agpecoM CHCTEeMBI CeTeBOU 3alllUTH C MAIlIMHEI BHYTPU JIOKAJIBHOM CETH , OOHAKO, He
Imogpa3yMeBaeT, UTO ITakKeTHl (paKTHUHUECKU ITPOUAYT Yepes3 ero BHelmHuu nurepderic. Ctex
TCP/IP Ha cucTeMe CeTeBOM 3alllUuThl CPAaBHUBAET agpec Ha3HaYeHUs BXOOAIINX IIaKeTOB C ero
COOCTBEHHBIMHU afpecaMy U MCEeBOOHUMaMU U O0OHAPYXUT IMOOKITIOYeHHe ¢ CO00H, KaK TOJIbKO
IMaKeTH MIPUUOYT Ha BHYTPeHHUHN uHTepdenc. Takue makeTw GU3NYUECKH He IIPOXOOAT depes
BHeIlIHUY uHTepderic. Takum ob6pa3oM, PF HUKOIrIa He BUOUT 9TH IAKeThl Ha BHEITHEM
uHTepdence, u TPaBUIIO He cpabaTHBaeT.

Ilo6aBmeHre BTOPOTO MIpaBuiia TepeHa3HaveHusa i BHYTPEeHHEro nHTepdernca Takxke He
OymeT ©MeTh TTOMOXUTENbHOTO 3¢ dekTa. Korma MeCTHHIN KITMEHT COEOUHAETCS C BHEIIHUM
afipecoM CHCTEeMHl CeTEeBOM 3aIUTH, HadaJIbHEIY MaKeT YCTaHOBIeHU cBA3u TCP gocTturaer
CHCTEMHl CETEBOM 3AIUTH Yepe3 BHyTPeHHUU uHTepdenic. [TpaBuio mepeHa3zHaveHUA
OeHCTBUTEIILHO IPUMEHAETCA, U afpec Ha3HaYeHUs 3aMeHsAeTCsA afpecoM BHYTPEHHETro
cepBepa. Ho ucxomHbI# afgpec He OBUT OTTPAHCIMPOBAH, U BCE eIlle COOEPXUT afipec MEeCTHOTO
KJIMeHTa, TaK YTO CEPBeP IIOCEIIaeT CBOM OTBETH HEIIOCPEICTBEHHO KIINeHTy. CucremMa
CEeTEeBOU 3alUTH HUKOT{Ia He BUOUT OTBET M HE UMEEeT HUKAKOTO IaHca JOJIXHEIM 00pa3oM
IIOJTHOCTEIO KOHTPOJIMPOBATH TPAHC/IANMIO. IIOCKOJIBKY KITMEHT II0Jly4aeT OTBET
HEIIOCPENCTBEHHO OT CePBEepa, a 3allpoC Ha COeOuHEHUeE MMOCkUIaeTCsa Yeped pf, Ha cepBepe
CETEeBOU 3allUTH COeIMHEHVEe HUKOTa TaK U He OyJeT YCTaHOBJIEHO.

OpHako GbIBAET XeIaTeIbHEIM COeOUHATh BHYTPEHHUX KIIMEHTOB TaKKe KaK ¥ BHEIIHUX.
Pemenne marnHOU POOGIEMEI CYIIIECTBYET.

Pa3pgenenue ropu3oHToB DNS:

Bo3moxHO Takoe KOHGUrypuposanue cepsepa DNS, 4T0GH OH 0TBEHAI Ha 3alPOCH
KOMITBIOTEPOB JIOKAJIbHOM CETH II0 APYrOMy, ¥eM [iA 3ampocos u3 Internet. To ecTs, 4TOGH
KITMEeHTH BHYTPEHHEW CEeTH TOoJIydau BHYyTPEHHUM agpec CepBepa, Toraa OHu OymyT
COENMHATHCA HATPAMYIO U CUCTEeMA 3aIUTH Ha MapIIPyTU3aToOpe BOOOIIe 3aeliCTBOBATHCA HE
OymeT. DTO yMeHbIIIaeT TOKAIbHEY TPadUK ¥ CHUXAeT Harpy3Ky Ha MapIIpyTU3aTop.

Ilepememienue cepsepa B DMZ:
[Io6GaBUB ODOMOIHUTEILHLIN CETEBOM MHTEP(ENC K MapIIpyTH3aTOPY MOXHO CO3OaTh

OEeMUIUTAapU30BaHHYIO 30HY. [lepeMeCcTUB TyHoa BCce CEPBEPH], K KOTOPHIM TpebyeTcs
obpareHure N3BHE, MOXHO OPraHM30BaTh JOCTYI U3 JIOKAJIBHOU CETH TOYHO TAaKUM Xe



o6pa3oM, Kak U [jii KITMeHTOB u3 Internet. icmonb3oBaHue OTOEMBHBIX CETEN UMEET HECKOIBKO
IIPEeUMYIIeCTB, BKIIIO4UaA yaydlleHre KaduecTBa 3alluTh. Eciiu cepBep (KOTOPHM B HallleM
cilydae SIBASETCS HMOCTYIMHBIM u3 Internet), 6ymeT CKOMIIPOMETUPOBAaH, OH HE CMOXET
00pPaTUTHCSA K KOMIIBIOTEPAM JIOKAJIBHOM CETH HEeIIOCPEACTBEHHO, IIOCKOJIBKY BCe MOOKITIOYEeH! A
OOIXHBI OYOyT MPOUTH Yepe3 CHCTEMY CETEBOU 3alllUTHI.

TCP npoxcupoBaHue:

Ha cucteme ceTeBoOu 3aIIUTH MOXeET OBITH YCTAHOBJIEH YHUBEPCATbHEIN NpoKcu-cepeep TCP,
WIY CJIYIIAIOIINK Ha ITOPTY, KOTOPHU OyeT mepeHarnpasiieH, UK TOIyYaloIui ITOOKITIOYEeHU A
Ha BHYTpeHHeM uHTepderice. Korpa T0KaJbHEM KIMEHT COEIUHAETCA C CUCTEMOU CETEBOU
3QIIUTH], IPOKCHU-CEPBEP IIPUHUMAET IOAK/TI0YEHNE, YCTAHABINBAET BTOPOE IIOAKITIOYEHUE C
BHYTPEHHUM CEPBEPOM, U TIEPEeNaeT JaHHBIe MEXAY 3TUMU ABYMSA MOOKITIOYEHUAMMU.

ITpocToe mpoKcUpoBaHUe MOXHO OpraHu30BaTh ucnonb3yAa inetd(8) u nc(1). Cnenyromiue
3anucu B etc/inetd.conf co3maloT cokeT, IpUBA3aHHEN K HeTiIeBoMy agpecy (127.0.0.1) u
nopty 5000. ITogkmiouyeHuAa nmepeHamnpasiaAaoTca Ha mopT 80 cepBepa 192.168.1.10.

127.0.0.1:5000 stream tcp nowait nobody /usr/bin/nc nc -w 20 192.168.1.10 80

Crnemylolliee TpaBUIIO TIepeHanpasnsaeT nopT 80 Ha BHyTpeHHEeM uHTepdence K TPOKCH-
cepBepy:

rdr on $int if proto tcp from $int net to $ext if port 80 -> 127.0.0.1 port 5000

Komounanmusa RDR u NAT:

C pmomomuuTenbHEIM paBuioM NAT Ha BHYTpeHHeM HHTepdence MOXeT OBITEH pellleHa
mpo6yieMa HEJOCTAIOIIEN Tepeamgpecaliuu.

rdr on $int_if proto tcp from $int net to $ext if port 80 -> $server
no nat on $int if proto tcp from $int if to $int net
nat on $int if proto tcp from $int net to $server port 80 -> $int _if

3TOo 3aCTABUT HAYAIbHEIM MMAKET OT KIMEHTa ObITh OTTPAHCIMPOBAHHEIM CHOBA, KOTTIa OH
IIpoUAeT Ha3ay Yepe3 BHYTPEHHUN uHTepdenc, 3aMeH A NCXOOHbIN agpec KIUeHTa Ha
BHYTPEHHUU afpec CUCTEMHI CETEeBOM 3aIUTH. BHYTPEHHUN CEPBEP OTBETUT CUCTEME CETEBOM
3alIUTH, KOTOPaA MOXET MOJTHOCThIO n3MeHUTh M NAT 1 RDR TpaHCnAINM IIPpU OTIIpPaBKe
IIaKeTa JIOKAJIbHOMY KJITMEHTYy. 9Ta KOHCTPYKLIMA OOBOJILHO CJIOXHA, ITIOCKOJIBKY CO30aeT ABa
Pa3nUYHBIX coenuHeHuA. Heo6XoquMo IPOABHUTh OCTOPOXHOCTS TPY HAIIMCAHUHY ITOIOOHBIX
ITPaBuUJI, YTOOH ITPEOOTBPATUTh Ilepefady Tpaduka K OPyruM pecypcaM B 00XOI CUCTEMEI
3amuTel. OOpaTHTe BHUMaHue, 4TO IpaBmwiIo rdr 3actaBuT ctek TCP/IP BugeTs, YTO MaKeTH
mpuOBIBAIOT Ha BHYTPEHHUN UHTepGEnC C agpecoM Ha3HaYeHUA BO BHYTpPeHHeU ceTu. [a
TOT0, YTOOBI 3aITPETUTH NUTIO3Y BhigaBaTh ICMP coobiieHne KIUEeHTY O TOM, YTO CEpPBEpP
OOCTYyIIeH HaIpAMYI0, OTKIII0OYaeM 3Ty PyHKIUIO:

# sysctl -w net.inet.ip.redirect=0
# sysctl -w net.inet6.ip6.redirect=0 (if using IPv6)

Boo0i1ie, HE CTOUT UCIIOIL30BaTh TAKOE pelieHue...



IIIa0/10HBI 1A CO3TaHUsI HADOPOB MPaBWI

BBeneHue
Hcnonb30BaHME MaKpPOCOB
Hcnonnr30BaHue CINCKOB

I'pammaTuka PF
YcTpaHeHure KIIOYEeBbIX CIIOB
Yupomienue Return
YrnopAanodyrBaHKe KIIOYEBHIX CIIOB

BBegeHue:

PF mpepmnaraeT MHOTO TIyTeHW YIIPOCTUTEL HAGOPH MpaBui. HeKOTOphie U3 HUX - UCIIOIb30BaHUE
MaKpOCOB U cIIUCKOB. KpoMe TOoro rpaMMaTyKa UM A3BIK IIOCTPOEHUA HaO0OpOB IpaBuMil
mpeqaiaraeT HEKOTOPHIE MIa0IOHE, TPU3BaHHEE 00MEeTYUTh HallMCcaHue IpaBuil. Kak mpaBuilo,
4eM IIpolre Habop OpaBmi, TeM Jierde ero IIOAIePXUBATh.

Hcnonbr30BaHHEe MaKpPOCOB:

MaKpOCH TTOJTIe3HH TEM, YTO 00€CIIeYnBaIOT aIbTePHATHUBY HATMCAHUI0 OOJIBIIOT0 KOTMYEeCTBa
pa3 OOMHAKOBHIX afipeCcoB, TIOPTOB, UHTEePGENCOB, U T.0., B Habope npaswui. IP anpec cepsepa
u3MeHusca? Hukakux mpo6iieM, TOTbKO MOOU(PUITUPYRTE MaKPOC U UCIIOJIh3YUTE CBOOOTHOE
BpeMs I CaMOCOBEPIIEeHCTBOBAHUA.

O6mee cormamrenue B PF cocTouT B TOM, YTOOH OTIPEETUTh MaKpPOC [AJIA KaXO0T0 CETEBOTO
unTepderica. Ecnu, K mpuMepy, Obllla 3aMeHeHa ceTeBas KapTa, TO MaKpoC MOTUDUIUPYETCA U
TTpaBuiia BHITOHAIOTCA KakK ¥ mpexae. [Ipyroi mpuMep — yCTaHOBKAa OJMHAKOBOTO Habopa
[IpaBWI Ha MHOTMX MalllMHaX, KOTOPEE MOTYT UMETh Pa3Hble CeTeBhle UHTEP(ECH:

# define macros for each network interface

IntIF = "dcO"
ExtIF = "fxp0"
DmzIF = "fxp1"

IIpyroe corjallleHre COCTOUT B MCIIOIb30BAHUYM MAaKPOCOB [JIsd OIIpenesieHuA agpecoB U
CeTeBBIX 0JIOKOB:

# define our networks
IntNet = "192.168.0.0/24"
ExtAdd = "24.65.13.4"
DmzNet = "10.0.0.0/24"
Ecnu BHyTpeHHAS ceTh Obl/Ta M3MEeHEeHa M/IKM paclIrpeHa, TO MaKpoC U3MEHAEeTCA:

IntNet = " {192.168.0.0/24, 192.168.1.0/24} "

ITocne mepe3arpy3ku Habop mpaBuil 6yoeT QyHKIMOHUPOBATS.



HUcnoiap30BaHHe CIIHCKOB:

IaBanTe ITOCMOTPUM, KaKue 3allicu B Habope mpaBuil JOJIXHEI UMEThLCs, YTOOB 0TpaboTaTh
RFC 1918 - 0 6;10KHMpOBaHUM Ha BHEIIHEM MHTepdence afpecoB U3 IPHUBATHOIO AuUana3oHa
ceTewu.

block in quick on tl0 inet from 127.0.0.0/8 to any
block in quick on tl0 inet from 192.168.0.0/16 to any
block in quick on tl0 inet from 172.16.0.0/12 to any
block in quick on tl0 inet from 10.0.0.0/8 to any
block out quick on tl0 inet from any to 127.0.0.0/8
block out quick on tl0 inet from any to 192.168.0.0/16
block out quick on tl0 inet from any to 172.16.0.0/12
block out quick on tl0 inet from any to 10.0.0.0/8

Termepd B3TIsAHEM Ha CIIeOyolllee YIIPOIleHue:

block in quick on tl0 inet from {127.0.0.0/8, 192.168.0.0/16, 172.16.0.0/12, 10.0.0.0/8} to any
block out quick on tl0 inet from any to {127.0.0.0/8, 192.168.0.0/16, 172.16.0.0/12,
10.0.0.0/8 }

B pesynwTaTte, yucio 3amuceu OBII0 YMEHBIIIEHO C BOCBMU [0 ABYyX. [Ipunenum crofa elne u
CIIMCOK:

NoRoutelIPs = "{ 127.0.0.0/8, 192.168.0.0/16, 172.16.0.0/12, 10.0.0.0/8 }"
ExtIF = "tl0"

block in quick on $ExtIF from $NoRoutelPs to any

block out quick on $ExtIF from any to $NoRoutelPs

Ob6paTuTe BHUMaHUeE, YTO MAaKPOCH U CITMCKH YIIPOIAioT cTpoeHue ¢aunmna pf.conf, HO mpu
IIPOCMOTPeE IIpaBuiI ¢ moMoiso pfctl(8) oru OymyT pacmupeHnsl. 14 mpuMepa BHIIIIE 3TO OyHeT:

block in quick on tl0 inet from 127.0.0.0/8 to any
block in quick on tl0 inet from 192.168.0.0/16 to any
block in quick on tl0 inet from 172.16.0.0/12 to any
block in quick on tl0 inet from 10.0.0.0/8 to any
block out quick on tl0 inet from any to 10.0.0.0/8
block out quick on tl0 inet from any to 172.16.0.0/12
block out quick on tl0 inet from any to 192.168.0.0/16
block out quick on tl0 inet from any to 127.0.0.0/8

Kak BumHO — BCce 3T0 criocoOwl yrpomenusa Hanucauus ¢anmna pf.conf, a He BHIIOTHEHUA
IIpaBuUJI HemocpeacTBeHHOo pf(4).
MaxkpocChl TakXe MOTYT UCIIOIb30BaThCA OJIA OIpedeleHNA HEeIOCPEeOCTBEeHHO IIpaBUil:

pre = "pass in quick on epO inet proto tcp from "
post = "to any port { 80, 6667 } keep state"

# David's classroom
$pre 21.14.24.80 $post

# Nick's home
$pre 24.2.74.79 $post
$pre 24.2.74.178 $post

Pacmupsercsa go:
pass in quick on ep0 inet proto tcp from 21.14.24.80 to any port = 80 keep state

pass in quick on ep0 inet proto tcp from 21.14.24.80 to any port = 6667 keep state
pass in quick on ep0 inet proto tcp from 24.2.74.79 to any port = 80 keep state
pass in quick on ep0 inet proto tcp from 24.2.74.79 to any port = 6667 keep state
pass in quick on ep0 inet proto tcp from 24.2.74.178 to any port = 80 keep state
pass in quick on ep0 inet proto tcp from 24.2.74.178 to any port = 6667 keep state



I'pamMmaTuka PF:
I'pammaTuka PF BecbMa rubka, 4TO oIpenenseT rudKocThs npaBui punbtpamuu. PF criocoben

BEIBECTHM HEKOTOPEIE KITIOYEBEIE CJI0BA, YTO 03HAYAET, YTO OHU HE HOJIKHEI OBITH ABHO 3aABJIEHE
B IIpaBHUJIE.

YcTpaHeHHe KII0YE€BBIX C/IOB:

ITonmutuka "default deny", cocTosias u3 OByX ITPaBUI:
block in all block out all

MoxeT OBITH COKpallleHa I0:
block all

Korma HampaBneHue OBUXEHUS IMaKeTa He yKalaHo, pf mpenmonaraeT, 4To IPaBUIIo
IIPUMEHAETCA K ITaKeTaM, OBUTAIONIMMCA B 000UX HapPaBIeHUAX.

TouHo Tak Xe u mpaBuia "from any to any" u "all" MoryT OBITH COKpalleHHl. 1 mpuMepa:
block in on rl0 all pass in quick log on rl0 proto tcp from any to any port 22 keep state
Yiupomaetcsa go:

block in on rl0 pass in quick log on rl0 proto tcp to port 22 keep state

Vnpomenue Return:
B mabope mpaBun 0OEYHO TPUHATO OoKupoBaTh makeTsl ICMP Unreachable u TCP RST :

block in all block return-rst in proto tcp all block return-icmp in proto udp all block out all
block return-rst out proto tcp all block return-icmp out proto udp all

OTa KOHCTPYKIUA MOXET OBITh YIPOIIeHa [I0:
block return

Korpma PF BumuT KjI0o4YeBoe CJIOBO return, oH IOChUIAeT HaAJjIexXalllii OTBET, UJIU BOOOIe
HUYEro He IOCHIIaeT, B 3aBUCUMOCTH OT IIPOTOKOJIa OIIOKMPYEMOTO TTaKeTa.

YnopaannBaHne KIII0O4YeBBbIX CJIOB:

ITopAmox ciiemoBaHUA ClIedOBaHUA KITIOYEBHIX CJII0B TMOOK B OONBIIMHCTBE CiIydaeB. Hampumep,
TTPaBUIIO:

pass in log quick on rl0 proto tcp to port 22 flags S/SA keep state queue ssh label ssh
MoxeT OBITH 3aIIMCaHO U TakK:

pass in quick log on rl0 proto tcp to port 22 queue ssh keep state label ssh flags S/SA



